543 552 1) moE R Vol.43 No.2
202242 H Journal on Communications February 2022

ETMEEEINL & R ITRIM IR MIA SR 55 R EEITHE R

Rak 2, sarie |, xEE, BEP Y, Zhe

(1. FIRCHEHR AV RE, T3 BIAT 2100035 2. VLJRAS AL M s BoRDI U A s =, VI8 FIA 210003)

W OE: HNAGRS IR A, ST BRI T R SS A M B DS R P SO RS AT AL SR R
LGV LR e bl AT R, A T — R TS BRI Rl S Bk R A IR R R (S
2, RN T 0 RIS s sk By b A T R b P Sl it i . AR A S, IR R T s
RGHEAE, Sk TAESNLHI PSR R eV AR SRR, 208 T R4S #s IR V43 F0 19 38 M IR A T S
SO TGS T ERRBRE. SEIR G SR, G T O BRI M AR M5 44, HH
AT DA PO = s BehAT

KEEIR: WM A% ARs BE kUL GRS

HESES: TP393

XEktRESRD: A

DOI: 10.11959/j.issn.1000—436x.2022024

Trust evaluation algorithm of IoT edge server based on
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Abstract: Aiming at the security problem of edge server, a trust evaluation algorithm was proposed, which integrated
server cooperation reputation and device user feedback to improve the security of edge computing context. In the process
of interaction, a fusion algorithm based on objective information entropy theory was used to aggregate the cooperation
reputation between servers, and a partial homomorphic encryption algorithm was used to prevent the leakage of user data
in the process of interaction. After the interaction, the highly trusted device node was selected to calculate the feedback
trust, which overcame the malicious feedback of the traditional mechanism. When calculating the global trust, the ex-
pected score of the server and the adaptive weight calculation method were considered, which overcame the limitations of
the traditional trust scheme. The experimental results show that the proposed trust calculation scheme has low time com-
plexity and spatial complexity, and can effectively resist the attack of malicious nodes.
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